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Traditional Model



Identity perimeter complements network perimeter

Today’s Model
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How the world changed



Bring your own devices and IoT

Explosion of cloud apps

Expanding Perimeters

Explosion of signal

Composite apps & public restful APIs

Employees, partners, customers, bots

Old World vs. New World



Managing organizational risk



Managing Information\Cyber Risk

Incident 

Management

Posture Management

Incident 

Preparation

https://aka.ms/SecurityRoles

https://aka.ms/SecurityRoles


A new reality needs new principles 

Verify explicitly



Increasing consensus on convergence (though still ‘early days’ of this approach)

http://shop.oreilly.com/product/0636920052265.do
https://csrc.nist.gov/publications/detail/sp/800-207/draft




Identity DataNetworkingDevices Apps Infrastructure

Zero Trust across the digital estate



Zero Trust architecture

Visibility and Analytics

Automation



Case Study: Microsoft
Major phases of Zero Trust Networking

Verify Identity

✓ All user accounts set 

up for strong identity 

enforcement

✓ Strong identity 

enforced for O365

✓ Least privilege user 

rights

✓ Eliminate passwords 

– biometric based 

model

Verify Device

✓ Device health required  

for SharePoint, Exchange, 

Teams on iOS, Android,  

Mac, and Windows

✓ Usage data for 

Application & Services

✓ Device Management 

required to tiered 

network access

✓ Device 

management 

not required

✓ Single factor 

authentication 

to resources

✓ Capability to 

enforce strong 

identity exists

Pre-Zero Trust

User and Access Telemetry

Verify Access

✓ Internet Only for 

users

✓ Establish solutions for 

unmanaged devices

✓ Least privilege access 

model

✓ Device health 

required for 

wired/wireless 

corporate network

Verify Services

✓ Grow coverage in 

Device health 

requirement

✓ Service health concept 

and POC (Future)



Spans on-premises & 
Azure environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Sponsored Access

Event Access

BYOD

Managed Devices

Authenticated Devices

Spans on-premises & Azure environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Sponsored Access

Event Access

BYOD

Managed Devices

Authenticated Devices

Spans on-premises & Azure environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Sponsored Access

Event Access

BYOD

Managed Devices

Authenticated Devices

Low Impact IoT/OT 
Printers, VoIP phones, etc.

High Impact IoT/OT
IoT/OT With Life/Safety Impact

Spans on-premises & Azure environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Zero Trust Access Model

Productivity Benefits:

50% update time reduction

75% reduction in device issues

2x battery life

Faster device boot times – 75% improvement

Security Benefits:

Elimination of “shadow” VPN & Wireless APs

4x security auths – no user interaction

Reduction of surface area – 42% reduction

No more passwords – Helpdesk call reduction



Better security and user experience from “Password-Less" authentication



1. Collect telemetry and evaluate risks, and then set goals.

2. Get to modern identity and MFA - Onboard to AAD.

3. For CA enforcement, focus on top used applications to ensure maximum 
coverage.

4. Start with simple policies for device health enforcement such as device lock or 
password complexity. 

5. Determine your network connectivity strategy



aka.ms/Zero-Trust






